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ABSTRACT
Security verification relies on using direct tests manually
prepared. Test preparation often requires intensive efforts
from experts with in-depth domain knowledge. This work
presents an approach to learn from direct tests written by
an expert. After the learning, the learned model acts as a
surrogate for the expert to produce new tests. The learning
software comprises a database for accumulating and shar-
ing security verification knowledge. The learning approach
uses process discovery to build an upper-bound model and
continuously adds constraints to refine it. We demonstrate
the feasibility and effectiveness of the learning approach in
a commercial SoC verification environment.
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1. INTRODUCTION
Ubiquitous computing devices now contain an increasing

portion of credential and private information referred to as
security assets on chip. The emergence of Internet-of-Things
(IoT) requires computing devices to be securely connected
to each other, which imposes challenging requirements on
protection of the security assets. Among the most com-
monly seen requirements are: (1) confidentiality, e.g., to pro-
tect manufacturing and OEM secrets (keys and codes) from
unauthorized access, (2) integrity, e.g., to ensure that mem-
ory location can only be modified by an authorized agent,
and (3) availability, e.g. to ensure that an asset is available
to an authorized agent if the agent requires it. Authoriza-
tion can be achieved through authentication which verifies
the identity of an agent before enabling any access.

In System-on-Chip (SoC) design, security requirements
are accommodated by defining and enforcing a set of secu-
rity policies. Security policies specify the authentication,
access, and protection requirements for various assets under
different security execution levels during the chip life cycle
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[13]. One example could be the protection of a memory re-
gion during runtime where the protection policy is managed
by the on-chip system controller.

The security polices are intrinsically complex and thus cor-
rect implementation of an SoC with compliance to them is
challenging. A complication to the secure SoC design arises
from the need to support a variety of different resource do-
mains with different privileges. Moreover, the security re-
quirements are often at conflict with design constraints re-
garding performance and power, where inappropriate trade-
off decisions can introduce security vulnerabilities.

Verifying that a hardware design is secure and trustwor-
thy, especially at the system level, has become a major chal-
lenge. Conceptually, security verification is fundamentally
different from traditional verification. Traditional verifica-
tion is in view of the potential use of the hardware by a cus-
tomer who has every intention to make their product work.
Security verification, on the other hand, is to verify against
malicious intents such as attacks.

In practice, security verification relies on two main ap-
proaches: formal verification and testbench simulation. For-
mal methods such as information flow analysis have been
shown effective in finding vulnerabilities in the specification
or an abstract model of the system, and secure design blocks.
However, they run into scalability issues when being applied
to system-level verification of the RTL implementation [15].
In practice, security verification is mostly done with simula-
tion of direct tests.

Common direct tests are written by engineers targeting
properties and policies as they are specified in the design
document. Such verification is largely incomplete because
security verification should also include penetration tests to
explore the unspecified design space. However, in-depth do-
main knowledge of the design and the security features is
often required to develop the penetration tests that can suc-
cessfully expose system vulnerability.

This work is therefore motivated by the observation that
developing successful penetration tests is challenging in prac-
tice, and this challenge can be viewed in two aspects. The
first aspect is the lack of domain knowledge to write a pen-
etration test. For example, this lack of domain knowledge
can be for a security expert not familiar with the design or a
verification engineer not familiar with the security features.
The second aspect is the lack of enough personnel with the
required domain knowledge. If only very few people know
how to write penetration tests, it is difficult to scale the
practice to obtain a large collection of such tests.

Our approach to overcome the challenge is to construct



a learning software to learn from the test examples written
by a person. After the learning software is trained to write
the particular type of tests as represented by the examples,
the learning software can serve as a surrogate for the person
to produce many more new tests whose characteristics are
similar to the test examples. The advantage of this approach
is obvious. With the machine learning, one can effectively
increases the number of experts that know how to write the
type of penetration tests and be able to obtain a large set
of such tests in a short period of time.

The field of machine learning comprises numerous and di-
verse approaches. The first question is therefore to decide
which approach to follow. Then, the actual implementation
of a particular approach can also be application context de-
pendent. The machine learning approach presented in this
work is rooted in grammatical inference [5]. However, this
work presents a novel implementation that combines process
discovery [16] and constraint solving to achieve the learning.

The rest of the paper is outlined as follows. Section 2
first highlights the novelty of this work in view of other re-
lated works. Then, section 3 explains the basic concepts in
grammatical inference and how it fits the learning problem
considered in this work. Section 4 explains process discovery
and our constrained process discovery implementation. Sec-
tion 5 presents the experiment results based on a commercial
SoC. Section 6 concludes the paper.

2. NOVELTY OF THE APPROACH
Applying machine learning to security is a popular re-

search field [6] [12]. However, the focus is mostly on intru-
sion detection based on anomaly detection [2]. For example,
one can learn a classifier to detect malicious executables [10].
Our approach is fundamentally different. Instead of detect-
ing an attack, our goal is learning to generate attacks.

Formal methods are generally not scalable to system-level
SoC security verification. For instance, [14] uses formal
methods to construct an attack graph for all possible at-
tacking scenarios. [15] describes case studies where three
SoC security properties are proved using formal methods.
However, these works require the user to abstract the prob-
lem or to point out critical signals or boundaries. These
extra requirements limit their applicability in practice.

Graph-based test generation models are commonly avail-
able in the industry today. Commercial tools include Ca-
dence Perspec and Breker Trek. These methods require the
engineers to manually construct the scenario graph, includ-
ing mapping each node in the graph to some test code, and
their focus is to efficiently generate tests via graph traversal
algorithms. It is costly to build graph models manually. In
contrast, our approach is based on direct test examples and
obtains a test generation model automatically.

3. GRAMMATICAL INFERENCE
Without loss of generality, assume each direct test is a

C program. To learn from a set of C programs, we need a
way to represent the programs. This representation is the
basis for learning and decides the learnability of the learning
problem we formulate. In this work, each C program is rep-
resented by a set of primitives. One can think of a primitive
as a parametrized script that, when it is called, produces
a piece of C code. These primitives serve as a TPI (Test
Programming Interface) for a person to write direct tests.

With primitives defined, a direct test can be represented

symbolically. For example, a test can be represented as a se-
quence of steps, e.g. [A,B,C,. . .]. After primitive encoding,
each test then can be viewed as a “sentence” example de-
rived from an unknown formal language [8]. In other words,
primitives are words of the unknown language. Then, gram-
matical inference [5] can be applied to discover an automata
model (such as a finite automaton) to describe this language
based on a given set of examples.

The learnability problem in grammatical inference asks
whether a model can be learned with a finite number of
samples. Define in-model samples and out-model samples
as the samples complying with and not complying with the
model to be learned, respectively. The main result of [7]
points out that if only in-model samples are available, the
only learnable class is the set of finite-length languages, i.e.
there is a bound on the maximum length of a sentence. If
both in-model and out-model samples are available, then all
classes up to the Context-Sensitive grammar in the Chomsky
Hierarchy can be learned [8]. In this work, we consider the
case that only in-model samples are available, i.e. all the
available direct tests comply with the hidden model.

3.1 Process Discovery
Since the work in [7], the learnability of a finite automaton

is among those that received the most attention [1]. More
recently, process discovery emerged as a separate field tar-
geting business applications. Process discovery is applied to
learn a process model from an event log recording instances
of business transactions [17]. Each instance is represented
as a sequence of transaction steps, similar to our represen-
tation of a test as a sequence of primitive steps. In process
discovery, a common representation for the process model is
Petri Net [17] where the graph model allows loops and con-
currency. Hence, learning such a process model is as hard
as learning a finite automaton.

Process discovery and the proposed approach have funda-
mentally different objectives. Process discovery is for dis-
covering business intelligence from event logs. Hence, it is
important for the learning model to be interpretable. Sim-
plicity of the model to enable visualization is a key consid-
eration. Our goal for the model is to enable test generation.
Therefore, it is not necessary for our learning to produce a
model summarizing all the learned information into a single
interpretable model. This difference enables us to develop a
novel learning approach described in the next section.

4. LEARNING FROM TEST EXAMPLES
To illustrate the basic idea of learning in process discov-

ery, consider the following simple example. Suppose A-
G represent the primitives. Suppose we have three tests:
[A,B,C,D,H], [B,C,E,F,D,H], and [A,B,C,E,G,D,H]. Fig. 1
shows a process model learned from these three tests.

Figure 1: Process model using 1-prefix rule

This model is built based on a so-called prefix rule [16]. A
prefix rule decides whether two steps with the same name
should be represented with the same node in the process



model. Suppose one test contains a segment αX and an-
other test contains a segment βX, where α and β each is
a sequence of one or more steps and X is a step. Given
a length requirement l ≥ 0, let αl be the last l steps in α
and βl be the last l steps in β. An l-prefix rule means that
the two X steps would be represented by one node in the
process model if αl = βl.

Fig. 1 is based on the 1-prefix rule. For example, there
is one C node in the model, representing the three C steps
in the three tests. This is because every time C is involved,
the step before is always B. Hence, the 1-prefix rule infers
that there is only one way to use the C primitive, resulting
in one C node in the model.

A process discovery algorithm essentially decides if two
or more steps should be represented as a single node [17].
Observe that merged nodes can also cause new instances
to be included. Including new instances not shown in the
training set is called generalization in machine learning. In
Fig. 1, three new tests are highlighted. For example, because
of the merged node C, the two segments [A,B] and [E,F,D,H]
can be combined to produce the new test [A,B,C,E,F,D,H].

Consider now a new test [S1, S2, B,C,D,H, S3, S4] is pro-
vided for learning. Fig. 2 shows the resulting model by
adding this new test (with 1-prefix rule). S1 to S4 are new
primitives. It is interesting to observe that the resulting
model contains two new tests (as highlighted) involving the
new S’s primitives.

Figure 2: Process model by adding one more test

If we consider Fig. 1 as the verification knowledge learned
from direct tests and the new test as a penetration test ex-
ample provided by an expert, Fig. 2 illustrates how process
learning can generalize from one penetration test to more
penetration tests. Of course, if more penetration tests are
provided, generalization can also take place among them.

Note that a process model generated based on a prefix rule
can be viewed as a deterministic finite automaton (DFA). If
concurrency is allowed in the tests (i.e. two segments are
executed concurrently), then the model can be treated as
a nondeterministic finite automaton (NFA). However, since
each NFA can be converted into a DFA, for the rest of the
discussion, we consider a process model as a DFA.

4.1 Constrained process discovery
Instead of learning a single process model as that in pro-

cess discovery, our approach splits the learning into two
parts: (1) learning an upper-bound model, and (2) learning
a set of constraints. Fig. 3 depicts this approach.

The goal of an upper-bound model is to capture a bound
on the space of all possible tests such that a desired test is
ensured to be in the space. However, because it is an upper
bound, the model can include many undesirable tests. A
separate constraints database is maintained to impose con-
straints between and among primitives. Constraints can be
learned independently of the process learning. Then, for
test generation, the upper-bound model and the constraints
from the database are combined for constraint solving. Each

solution represents a test. In this work, we use a Boolean
satisfiability (SAT) solver for constraint solving.

Figure 3: Overview of the proposed method

The constraints database provides a natural place to ac-
cumulate and share verification knowledge. This knowledge
can be added manually, based on previous learning sessions
or based on a separate constraint discovery method. It is in-
tuitive to observe that as more constraints are included, the
test space becomes smaller, enabling more focus tests to be
generated. Unlike process discovery where a process model
(e.g. a Petri Net model) stores all the learned information,
in Fig. 3 the information is split into two parts and there is
no single structure to represent all learned information.

In process discovery, one major concern is to control the
underfitting and overfitting of a model [16]. In our context,
underfitting means the model contains undesirable tests and
overfitting means the model excludes some desirable tests.
If a prefix rule is used, the key concern becomes choosing
an l for the best tradeoff between underfitting and overfit-
ting. However, because of the inflexibility of such a learning
algorithm, the resulting model usually has both issues, con-
taining undesirable tests and missing some desirable tests.

Our approach starts with an underfitting model (the upper-
bound model) which is gradually refined with constraints.
Suppose every constraint added to the database is valid (e.g.
validated by a person before adding it to the database).
Then, the approach ensures no desirable tests would be
missed. As more constraints are added, the resulting model
(implicitly existing) becomes closer to the desirable model.
It is important to recognize that the gap between this re-
sulting model and the desirable model is reflected in the loss
of efficiency, i.e. Fig. 3 would produce undesirable tests that
are not perceived as useful by the user.

4.2 The upper-bound model
Observe that for using an l-prefix rule, a larger l imposes a

more stringent requirement for merging multiple steps into a
single node. Hence, a larger l also leads to a less generalized
model. Therefore, the upper-bound model based on a prefix
rule is the 0-prefix rule model. Algorithm 1 depicts the detail
of generating the upper-bound model using the 0-prefix rule.

4.3 Constraint examples
A constraint describes a dependency relationship among

multiple primitives. Table 1 illustrates four types of con-
straints to describe a relationship, which are a subset of
temporal logic where B denotes before and F denotes fu-
ture.

The constraints can be used with a negation “¬” to de-
scribe a relationship. Fig. 4 shows four example constraints
between two primitives. Another useful example to forbid
primitive X to be used twice, i.e. preventing loop back to
X, is the constraint (X → ¬B X).

Constraints involving more than two primitives can be



Algorithm 1: Learning an upper-bound model

Input: a set of direct tests T
Output: a process model M
M ← empty, Add states start and end to M ;
foreach t in T do

q0 ← start;
foreach q in t do

if state q not in M then
Add state q to M ;

end
if arc (q0, q) not in M then

Add arc (q0, q) to M;
end
q0 ← q;

end
if arc (q0, end) not in M then

Add arc (q0, end) to M;
end

end

Table 1: Four constraints to describe a relationship

X → B Y
If X is executed,

Y is executed before X.

X → F Y
If X is executed,

Y is executed after X.

X → Bk Y
If X is executed,

Y is executed within k steps before X.

X → Fk Y
If X is executed,

Y is executed within k steps after X.

added as well, for example manually or by a constraint dis-
covery method such as frequent episode mining [3] which
might discover that a segment [A,B,C] occurs frequently. As
a result, the constraint that A,B,C should be used together
and in the particular sequence can become a recommended
constraint for a user to include or exclude.

4.4 Test Generation - SAT Encoding
To use a SAT solver for test generation, we need the three

sets of clauses: (1) those to encode the 0-prefix process
model, (2) those to encode the cross-primitive constraints,
and (3) those to ensure generation of new tests.

4.4.1 Encoding the process model
Inspired by [4], we use an approach that is similar to the

proof of NP-completeness, but instead of encoding a Turing
machine, we encode a DFA (i.e. a process model).

Let N be the number of states in the DFA and L be the
maximum length of the generated tests. The proposition
symbols are

• Qi
t, for 1 ≤ i ≤ N, for 1 ≤ t ≤ L.

Qi
t is True if and only if the DFA is at state qi at step t.
The encoding of transition relation is composed of two

components. First, for each state qi, the next state of the
machine can only be the states that are directly connected
from qi. Thus, transition relation at step t is encoded as
(Qi

t → ∨jQ
j
t+1), where j belongs to the set of state indices

of all the child states of qi. The overall encoding for all the
steps and all the states is

ΠtΠi(¬Qi
t ∨ (∨jQ

j
t+1)). (1)

The number of clauses of this component is O(LN).

X Y… X → F Y

X Y… Y → B X

X Y… X → ¬F Y
X

X
X Y… Y → ¬B X

Figure 4: Example constraints between 2 primitives

Second, the machine cannot stay in more than one state
at a time, i.e. Onehot0 constraint. A naive encoding for
this property is ΠtΠi,j(¬Qi

t ∨ ¬Qj
t) for all the pairs of the

states and all the steps, however, the naive encoding requires
O(LN2) clauses that potentially leads to a complexity prob-
lem in reality. To deal with the complexity problem, we use
an approach described in [9], where the number of clauses
reduces to O(N) at the expense of extra O(N) symbols. The
extra proposition symbols are

• Hi
t , for 1 ≤ i ≤ N, for 1 ≤ t ≤ L.

Hi
t is True if and only if one of Qj

t is True for j ≤ i. Equiv-
alently, Hi

t is True if and only if Hi−1
t is True or Qi

t is True.
Note that H0

t is set to False. Then the Onehot0 property
can be encoded as at most one of Hi

t and Qi+1
t is True. The

overall encoding is

ΠtΠi(¬Hi
t ∨Hi−1

t ∨Qi
t)(H

i
t ∨ ¬Hi−1

t )(Hi
t ∨ ¬Qi

t) (2)

and

ΠtΠi(¬Hi
t ∨ ¬Qi+1

t ). (3)

Overall, the number of clauses of this component is O(LN)
and the number of extra symbols is O(LN).

The encoding for the start state and the end state will be
discussed in Sec. 4.4.3.

4.4.2 Encoding the constraints database
There are four types of constraints in the constraints data-

base, → B, → F , → Bk and → Fk. The following describes
their encoding separately. The similar encoding approach
can be applied to encoding the constraints with negation.
We omit this part due to space limitation.

To encode qi → Bqj , a naive method is Πt(Q
i
t → ∨s<tQ

j
s).

This encoding ensures that if the machine is at qi at step
t, there exist s < t such that the machine is at qj at step
s. However, the naive encoding may lead to a complexity
problem because the number of literals required for each
constraint is O(L2). We propose another encoding method
to reduce the number of literals to O(L) at the expense of
extra O(L) symbols.

We introduce new proposition symbols

• Bj
t , for 1 ≤ j ≤ N, for 1 ≤ t ≤ L.

Bj
t is True if and only if the machine is at state qj at some

steps < t. The property of the new symbols are maintained
by the following relations: (1) Bj

1 is False. (2) Bj
t is True if

and only if Bj
t−1 is True or Qj

t−1 is True. The first relation

is encoded as (¬Bj
1). The second relation is encoded as

Πt(¬Bj
t ∨B

j
t−1 ∨Q

j
t−1)(Bj

t ∨ ¬B
j
t−1)(Bj

t ∨ ¬Q
j
t−1). (4)

With the help of symbols Bj
t , the encoding of qi → Bqj

becomes Πt(Q
i
t → Bj

t ), whose final encoding is

Πt(¬Qi
t ∨Bj

t ). (5)

This new encoding for qi → Bqj , including the encoding of
the relation of new symbols, requires O(L) clauses, which is
the same as the naive encoding, but the number of literals is



reduced to O(L). Overall, let Cb be the number of constraints
of this type, the number of clauses required is O(LCb) and
the number of extra symbols is O(L ∗ min(Cb, N)). Note
that the number of extra symbols is always no larger than
O(LN).

The method to encode qi → Fqj is similar to encoding
qi → Bqj . We introduce new proposition symbols

• F j
t , for 1 ≤ i ≤ N, for 1 ≤ t ≤ L,

where F j
t is True if and only if the machine is at state qj at

some steps > t. The encoding for the relation of the new
symbols is

Πt(¬F j
t ∨ F

j
t+1 ∨Q

j
t+1)(F j

t ∨ ¬F
j
t+1)(F j

t ∨ ¬Q
j
t+1), (6)

and the encoding of qi → Fqj is

Πt(¬Qi
t ∨ F j

t ). (7)

The idea for encoding qi → Bkqj is straightforward,
Πt(Q

i
t → ∨sQ

j
s) for s in {t-1, t-2, ..., t-k}. Hence, the cor-

responding SAT clauses are

Πt(¬Qi
t ∨ (∨sQ

j
s)). (8)

There are O(L) clauses for each constraint. Let Cbk be the
number of constraints of this type. Then the overall number
of clauses of this type is O(LCbk).

Encoding qi → Fkqj is similar to encoding qi → Bkqj .
The corresponding SAT clauses are

Πt(¬Qi
t ∨ (∨sQ

j
s)) (9)

for s in {t+1, t+2, ..., t+k}.

4.4.3 Generating new tests
To generate a test, we set the start state to be the first

state. The corresponding clause is

(Qstart
1 ). (10)

To ensure the generated test reaches the end state, we add
a clause

(Bend
L ∨Qend

L ). (11)

Recall that Bend
L is True if and only if the machine is at qend

before step L. With this constraint, the length of the gen-
erated tests is not fixed to L but can be any length smaller
than or equal to L.

To ensure the generated test are not the same with the
training direct tests and the tests already generated, we add
additional clauses for each test that has been seen. Let α =
qt1qt2 . . . qtM be a test with length M. To avoid generating
α, we add an clause

(¬Qt1
1 ∨ ¬Q

t2
2 ∨ · · · ∨ ¬Q

tM
M ). (12)

Let τ be the number of tests that have been seen. The
number of clauses of this type is τ .

Table 2 summarizes the number of symbols and the num-
ber of clauses of the SAT encoding.

5. EXPERIMENTAL RESULTS
We implemented the approach based on an in-house sim-

ulation based RTL verification environment for a commer-
cial dual-core microcontroller SoC. There are 194 verifica-
tion primitives and each of them corresponds to a block of
C code. The tests in the verification environment are writ-
ten in terms of these primitives, then compiled into object
code and executed by the cores.

Table 2: The number of symbols and clauses of the
proposed SAT encoding.

# symbols for states O(LN)
# symbols for Onehot0 O(LN)
# symbols for constraints O(L ∗min(C,N))
# symbols, overall O(LN)
# clauses for transitions O(LN)
# clauses for Onehot0 O(LN)
# clauses for constraints O(LC)
# clauses for new tests O(τ)
# clauses, overall O(L(N + C) + τ)
L is the maximum length. N is the number of states.
C is the number of constraints. τ is the number of
tests that have been seen.

There are 22 cross-primitive constraints. These constraints
were added manually when the primitives were developed.
In the first experiment, for learning we took 30 direct tests
used for verifying the on-chip system controller module that
manages resource allocation, power modes, and security poli-
cies. The test length is between 46 and 63 primitives.

Fig. 5 shows the resulting upper-bound process model us-
ing the 0-prefix rule. There are 196 states in the graph
including the start state and the end state. The model to-
gether with the database is then given to the SAT solver,
zChaff[11], to generate tests. The maximum length L is set
to 70, which is larger than the maximum length of the 30
direct tests. The SAT encoding involves 41090 symbols and
110659 clauses. Note that if using the naive encoding for
Onehot0, the number of clauses would exceed 107. The run
time of the SAT solver is negligible. It takes less than one
second to generate a test.

The effectiveness is measured based on the coverage of
a set of coverage points (CPs) defined by the verification
engineers for the system controller. The original 30 direct
tests cover 167 CPs. Then, 500 new tests were randomly
generated by the proposed method. Fig. 6 shows the newly-
covered CPs by those tests cumulatively as each new test is
produced and simulated. Together, the 500 new tests cover
additional 85 CPs.

Table 3 summarizes the finding with additional results.
The benefit is shown by seeing that new tests produced from
the process model can always improve the coverage.

Table 3: Additional coverage results
# manual

tests
# originally
covered CPs

# generated
tests

# newly
covered CPs

30 167 500 85
35 216 500 64
40 244 100 64

Fig. 7 then shows the result from a separate experiment.
30 different direct tests for verifying the system controller
were used for learning. While the earlier results show cover-
age improvement, this result illustrates coverage frequency
improvement (and also shows that the coverage improve-
ment is not specific to a particular set of direct tests in use
for learning). In this experiment, 100 new tests were gen-
erated. They cover 68 additional CPs. More importantly,
the coverage frequency is improved across almost all CPs.
This frequency improvement shows that the new tests can
cover the similar functionality of the original tests, i.e. they
capture the same intent of the original 30 tests.
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Figure 5: The upper-bound process model from the 30 direct tests
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6. CONCLUSION
In this work, a novel approach called constrained process

discovery is proposed for learning from the direct tests devel-
oped by experts. After the learning, the software machine
functions as a surrogate for the experts to generate new
direct tests. The software machine comprises two compo-
nents, an upper-bound model, and a constraints database.
The constraints database serves as a knowledge center for
accumulating verification knowledge.

We use a SAT solver for generating tests that comply with
both the upper-bound model and constraints database. The
SAT encoding is based on the concept of step-extension.
Two techniques are used to reduce the complexity in terms
of the size of SAT encoding. The number of symbols of
the proposed encoding method is O(LN) and the number
of clauses of the proposed encoding method is O(L(N+C)),
where L is the maximum length of the generated tests, N is
the number of states and C is the number of constraints.

The proposed approach is implemented in a verification
environment for a commercial SoC. Experiment results show
that the proposed approach not only can generate new tests
to cover new functionality but also can capture the same
intent of the training tests provided for learning.
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