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Abstract— Feature selection is essential to rule

learning in the context of functional verification. In

practice today, features are selected manually and the

selection requires domain knowledge. In contrast,

this work proposes using automatic feature extrac-

tion from design documents as a viable approach to

support rule learning. To demonstrate its effective-

ness, document-extracted features are employed to

learn the rules for covering a set of assertions based

on a commercial SoC. Experiments show that 100%-

accurate rules can be obtained for more than 70% of

the assertions.

I. Introduction

Despite the advancements of formal methods,
simulation-based verification is the mainstay in in-
dustry thanks to its scalability and applicability to large
modern SoC designs. Coverage metrics are used to mea-
sure the completeness of simulation-based verification.
Commonly used coverage metrics include code coverage,
toggle coverage, and functional coverage. A satisfactory
coverage level is necessary for verification sign-off.
Metric-based verification is well adopted in industry,

where the verification process is geared towards the area
or functionality with insufficient coverage. However, it is
a challenging problem to control the stimulus to hit cer-
tain design area or functional events since the relationship
between the controllable parameters in stimulus and the
coverage is quite obscure.
Previous works have been done on building feature-

based rule learning frameworks to address this problem
[1] [2]. In such learning methodologies, it is crucial to
select the proper features on which the learning will be
performed. There are several key considerations in the
feature selection: (1) features should be selected at the
proper level so that the relationship between them and
the desired behavior is not too complicated to learn; (2)
features should not be difficult to control; (3) features
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should be representative of capturing design behavior.

Previous works usually select the controllable param-
eters in the stimulus as the base for learning. While it
means that the learned results can be directly applied
to guide test generation, it is sometimes infeasible to get
meaningful results because there are many levels of ab-
straction between the stimulus space and the desired be-
havior space. An alternative is to use signals at architec-
tural and micro-architectural levels since they are ”closer”
to the desired behavior. In addition, architectural and
micro-architectural level signals are not too hard to con-
trol. The problem is that there could be thousands of sig-
nals at architectural and micro-architectural levels, with
there only being hundreds of samples for learning. To
make learning effective, it requires selection of representa-
tive signals. Although statistical methods can be applied
for feature selection, design knowledge plays an indispens-
able role in such an endeavor.

Manual selection of features could be costly as it re-
quires a lot of efforts on reading design documents and the
RTL code, which serve as the essential source of design
knowledge. We might want to ask the question: can we
automatically extract features from the design documents
and RTL code as the initial feature set in rule learning?
In this context, the features are a set of relevant signals
for a specific assertion coverage event. We assume that
the design documents contain most of the important ar-
chitectural and micro-architectural signals and they are
not difficult to control. Motivated by these assumptions,
we propose a novel approach to extract relevant signals
for learning assertion coverage events. We use the ex-
tracted signals as the base of our rule learning framework
and evaluate the effectiveness of such an approach.

II. Related Works

For signal-level rule learning, [3] is a tool that is able
to extract assertions, i.e. invariants composed of design
signals, by analyzing simulation traces. However, the sig-
nals may be too low-level for a human to understand their
characteristics.
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The signal selection problem in debugging looks similar
to our feature selection problem [4] [5], but they are at
the FPGA level or the post-silicon level and focus on the
observability of signals.
To the best of our knowledge, this is the first work

utilizing text mining techniques to extract features from
documents and apply them in hardware verification.

III. The Proposed Approach

The proposed approach includes two parts and is illus-
trated in Fig. 1. The first part is feature extraction from
documents, as seen in the upper half of Fig. 1, where
text mining techniques are utilized to extract words rele-
vant to design signals from documents. Then, signal map-
ping methods are employed to map the extracted words
to real design signals. These design signals, or features,
are the starting point of the rule learning. The second
part, shown in the lower half of Fig. 1, depicts the flow of
learning rules for improving assertion coverage. It starts
with data collection and processing. Then, with the fea-
tures obtained from the first part, it applies rule learning
algorithms to induce rules for assertion coverage points.
The four following subsections detail the four procedures
in the shape of rectangles in Fig. 1.

Text 
mining

Document Signal 
mapping Signals

Simulation 
traces

Rule 
learning rules

Data 
processing

Fig. 1. The overall flow of the proposed approach.

A. Text Mining

The goal of this procedure is to extract words that are
relevant to design signal names. Text mining is a pro-
cess of extracting information from text and typically it
involves natural language processing. There are two natu-
ral language processing techniques used in our approach:
tokenization and part-of-speech tagging (POS tagging).
The tagging results are then passed to a selection method
to extract words of interest.

A-1. Tokenization

Tokenization is a technique used to segment a string
into substrings. There are two types of tokenization: sen-
tence tokenization and word tokenization. Sentence tok-
enization aims at partitioning text into sentences, while
word tokenization splits a sentence into words.
The left side of Fig. 2 shows an example of sentence

tokenization, where the input text is

“Are you OK? Dr. Pete is nearby.”,

and the expected sentence tokenization result is

{“Are you OK?”, “Dr. Pete is nearby.”},

which is the same as how human understand the text.
Sentence tokenization is not as trivial of a task as it may
seem. For example, one may think that splitting a text by
periods just works, however in the given example, split-
ting by periods ends up considering “Dr.” as a sentence.
One approach to solving this problem is to train a model
to identify sentence boundaries [6].

Are you OK? Dr. Pete is nearby. 

Are you OK? | Dr. Pete is nearby.

Sentence 
tokenization

Word 
tokenization

There | ‘s | a | book | .

There’s a book.

Fig. 2. Exmaples of tokenization.

The right side of Fig. 2 shows an example of word tok-
enization, where the input text is

“There’s a book.”,

and the expected sentence tokenization result is

{“There, “’s”, “a”, “book”, “.”}.

Note that different tokenizers may treat punctuation dif-
ferently, e.g. making individual punctuations as tokens.
Although splitting a sentence by spaces works most of the
time, special cases must be taken care of such as verb con-
tractions (e.g. can’t) and Saxon genitive (e.g. mother’s).

A-2. POS tagging

Part-Of-Speech (POS) tagging is a process to set a POS
label to each word in a sentence (which is word-tokenized),
where a POS is a word category in which words possess
similar grammatical properties. Some simplified examples
of POS are noun, verb, adjective, etc. In reality, there are
more specific categories. Fig. 3 shows an example of POS
tagging where the input sentence is:

FOO is a read-only, one-hot register.

In the tagging results, NNP stands for proper noun, VBZ
stands for present and singular verb, DT stands for deter-
miner, JJ stands for ordinal adjective, and NN stands for
common singular noun. Commonly used methods include
rule-based models [7] and stochastic models [8].

The POS tags provide grammatical information of each
word in a sentence, which is useful for analyzing text. In
our application, it is intuitive that the majority of sig-
nal names will be nouns or proper nouns, and are highly
unlikely to be labeled as tags such as adjective and verb.
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FOO is a read-only, one-hot register.

tagging

FOO      is      a    read-only    one-hot    register 
NNP   VBZ   DT          JJ                JJ NN   

Fig. 3. An example of POS tagging.

A-3. Word selection

The objective of this step is to extract words relevant
to the names of design signals. Typically it is customized
and ad-hoc. We use a rule-based approach for word se-
lection. First, we find all the words that are labeled as
common noun or proper noun. Second, we design rules
to select words of interest. Our rules are based on regular
expressions and it is easy to add or remove a rule in our
rule-based implementation. Example rules for hardware
signal extractions include (1) words composed of only up-
percase letters, and (2) words that have a underscore, “ ”.
Lastly, a word is not selected if it is in our exclusion list,
which contains known words that do not refer to design
signals.

B. Mapping Text to Design Signals

This procedure maps the words extracted by text min-
ing to the real design signals. Our approach is based on
name matching and filtering. Fig. 4 depicts the flow of
the proposed name mapping procedure.

For each word, we search if there are matches from the
list of all the design signals. The first step is to find the
signals whose names exactly match the queried word. If
there is no such signal found, a partial matching method
is applied, which tries to find if there are matches for
certain substrings of the queried word. A typical sub-
string to be matched can be chosen from segments of the
queried word separated by underscores. Sometimes sub-
strings that happen to be commonly used words (e.g.,
start, stop and etc) are also considered.

A filtering mechanism is required because normally
there are lots of signals in the matching result. The filter-
ing outputs signals with the highest score, where the score
is calculated based on the length of matched string, the
depth of the signal in the design hierarchy and whether
the signal is in the module we are interested in.

Name 
matching Filtering signal(s)word

Partial 
matching

has signals

no signal

Signal list

Fig. 4. The flow of the proposed mapping procedure.

C. Data Collection and Processing

The data required in the proposed approach are signal
traces and the time when each assertion coverage point
was covered. More specifically, given any time, we must be
able to know the values of specified signals, and whether
an assertion coverage point was hit or not from the col-
lected data.
The goal of data processing is to provide proper inputs

to the learning algorithm. It includes four steps as de-
scribed below.

C-1. Time discretization

Given a set of signals, for each test, we are interested
in the timestamps whenever a value change of the signals
occurs. Formally speaking, given a test, given a set of
signals, and let V (t) be the vector of the signal values at
time t, we extract the set of timestamps {t1, t2, . . ., tn}
satisfying that ∀t ∈ [ti, ti+1), V (t) holds the same and
that ∀i, V (ti) �= V (ti+1).

C-2. Binarization

We treat the data as categorical. Suppose during sim-
ulation, the set of observed values of SigA is {v1, v2, . . .,
vn}, then n features are created: ”SigA=v1”, ”SigA=v2”,
. . ., ”SigA=vn”. At time t, the value of ”SigA=vi” is 1 if
the value of SigA is vi, otherwise ”SigA=vi” is 0.
There are potential exponential explosion problems. To

our experience, it happened only for data path signals. If
a signal has more than 16 values, then we let the users
decide whether they want to include this signal in the
feature set. Alternatively, they can decide to create fewer
bins for the signal on their own.

C-3. Including Value Transitions

For each signal, we create another set of features to indi-
cate the value transitions. Our empirical study shows that
without these features, the performance of rule learning
is not acceptable because most assertion coverage points
involve temporal properties.
The procedure is similar to binarization, but the cre-

ated features are ”SigA=vi to vj”. At time tk, the value
of the feature is 1 if SigA is vi at time tk − 1 and SigA is
vj at time tk, otherwise 0.

C-4. Time alignment

The purpose of time alignment is to deal with the asyn-
chronous relation between assertion coverage and signals.
We observed several cases where assertion coverage has its
dedicated clock. Creating new timestamps doesn’t work
because we can have two timestamps, t1 and t2, such that
V (t1) = V (t2) but one hits the coverage point and the
other does not.
For each assertion coverage point, we find the maximum

timestamp that is not greater than the time when the
coverage point is hit. Then we use this timestamp as
when the coverage point is hit.
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D. Rule Learning Algorithms

Given a set of samples of different classes, rule learning
algorithms aim at finding a rule that is able to distinguish
samples from different classes. In our application, we have
two classes of samples, i.e. positive samples that hit the
target assertion coverage point and negative samples that
do not. Our goal is to find a rule, composed of features
processed from the previous procedure, that can explain
why the target assertion coverage point can be hit. For
example,

!(SigA=1) ∧ (SigB=0 to 1) ⇒ hit target coverage.

There are many off-the-shelf rule learning algorithms. Ex-
amples include subgroup discovery [9], CN2 [10], and
Classification and regression trees (CART) [11].
The proposed approach does not depend on a spe-

cific rule learning algorithm. In our experiment, we used
CART.
CART belongs to a family of decision tree classifiers.

Training decision tree classifier models is an iterative pro-
cess. Given a set of samples, the training algorithm checks
all the features and decides which one can best split the
set into two subsets, where the best split is that where the
two subsets are close to pure. A set is pure if it contains
only samples of a single class. Commonly used metrics
to measure the quality of splitting are Gini impurity and
information gain. Then, the same procedure continues on
the two subsets. This iterative process ends when a subset
is pure, or there is no feature for further splitting.
Each path starting from the root of a decision tree

model corresponds to a rule. The rule is the conjunction
of the decisions along the path. Note that a path does
not necessarily end at a leaf. Fig. 5 shows a decision tree
example. All the right branches are True branches, and
all the left branches are False branches. The highlighted
path corresponds to the rule

!(SigA=1) ∧ (SigB = 0 to 1).

Depending on the training results, we have different
methods to extract rules from a decision tree. (1) If there
are nodes that are pure and contain only positive samples,
then the extracted rule is the disjunction of rules that
correspond to the paths to all the pure and positive nodes.
All the pure and positive nodes are treated equally. (2)
Otherwise, the extracted rule is the one corresponding to
the path leading to the node with the highest ratio of
positive samples.

D-1. Dealing with Overfitting

Overfitting is a common machine learning problem
whose root cause is either too many features, i.e. high di-
mensionality, or too few training data samples. To over-
come this problem, we need to either remove irrelevant
features or increase the number of training data samples.
Increasing the number of training data samples does not

…

…
T

TF

F

The corresponding rule:

���� = 1

���� = 0 �� 1 ! (���� = 1) ⋀

(����= 0 �� 1)

Fig. 5. Rule extraction of a given node.

work because of the extremely low hit rates of some as-
sertion coverage points. Therefore, we resort to learning
from smaller groups of features. This leads to the question
of what features should be discarded and what features
should be kept.
The idea is to learn from other assertion coverage

points. Often, not all the assertion coverage points are
independent. A group of features that is relevant to one
assertion coverage point can be relevant to another as-
sertion coverage point. Following this thought, for each
assertion coverage point that has 100%-accurate rules, a
group is created containing all the features used in its de-
cision tree. After this step, multiple groups are created.
Then, for each group, rule learning algorithms are applied
to assertion coverage points that have no 100%-accurate
rule. The rule with the highest accuracy is reported as
the final result.

IV. Experimental Results

The proposed approach was evaluated on a commercial
dual-core microcontroller SoC targeting ultra-low power
applications. The experiments focused on its system low-
power control unit, which controls the system to enter
and exit various power modes. This unit monitors trig-
gering events of power mode transitions and then gener-
ates proper control sequences to clocks, power, and system
memories to execute the transitions.
The in-house verification environment was a C-test

based environment. The C stimuli were compiled into
machine code and then executed on cores in RTL simu-
lation. The correctness was insured both by self-checks
in C-stimuli and the checkers in the testbench. Assertion
coverage data was collected by a commercial coverage re-
porting tools.
We applied the proposed approach to 168 assertion cov-

erage points created by other engineers during project
development. Note that these assertion coverage points
concern not only the system low-power control unit ac-
tivities, but also other activities in the system to capture
the overall system states of interest.
1000 tests were pre-run in this experiment, and they

were partitioned into two equally sized sets for training
and validation respectively. For each assertion coverage
point, based on the features extracted from the document,
a rule was learned from the training tests. Then, each
rule was validated on the other 500 tests. We show the
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effectiveness of our approach by comparing the hit rate of
the training tests, which are randomly generated, to the
hit rate of tests satisfying the rules of all the assertion
coverage points.
Without feature selection processes, it is infeasible to

apply rule learning algorithms. Before running into the
theoretical overfitting problem, in practice, the cost of
collecting and processing simulation data is prohibitive in
terms of time and space. For instance, it required more
than 2TB storage to save the whole chip simulation traces
of 1000 tests.

A. Signal Extraction Based on Design Documents

The design document to start with is the design ref-
erence manual, which is a 49-page PDF file. There is
no formal format of this document. In natural language,
it describes design functionality, register usages, interface
protocols, etc., with plenty of tables, diagrams, and wave-
forms.
We processed this document in Python2.7. The Python

package pdfminer [12] was used to extract text from the
PDF document. Next, the Python package nltk [13] was
used to tokenize the text and tag the words. An exclusion
list was created to ensure that we did not select words
that were obviously irrelevant to design signals. After this
procedure, 66 words were extracted from the document
for the mapping procedure.
After executing the mapping procedure, there were 42

words that could be mapped to design signals. The 24
words that did not have mappings included the names of
other hardware modules and special abbreviations. 46 de-
sign signals were obtained after the mapping procedure.
We observed that two words may map to the same de-
sign signals, which is reasonable because the document is
written in natural language and there is no strict format
requirement to the document. Also, a word may map to
multiple design signals with different prefix or postfix in
the signals names. These facts explain why the number
of words having signal mapping is different from the num-
ber of signals of the mapping result. The signal extraction
results is shown in Table I.

TABLE I
Text mining results

# words after text mining 66
# words having signal mapping 42
# signals of the mapping result 46

B. Rule Learning Based on the Extracted Features

We implemented our learning methods in Python using
Pandas [14] and scikit-learn [15]. Pandas was used to
process data as described in Section C, and scikit-learn
provided us the implementation of CART.

There are 300 features in total after running the data
processing procedure. The number of training samples for
rule learning is 9216.
Fig. 6 shows the rule learning results based on all the

signals extracted from documents. The y-axis is the hit
rate, and the x-axis is the assertion coverage point sorted
by its hit rate after learning. Each assertion coverage
point has two bars. The orange bar is the hit rate after
learning, and the blue bar is the hit rate of random test
generation. The results show that for more than 60% of
the assertion coverage points, 100%-accurate rules can be
learned. The result implies that given an assertion cov-
erage point, with chances over 50%, an engineer without
much design knowledge can obtain accurate rules.

0

0.2

0.4

0.6

0.8

1 After learning
Random hit rate

hi
t r

at
e

coverage

Fig. 6. Hit rate improvement between random and rule learning
results of all the assertion coverage points.

To overcome the overfitting problem, we ran the rule
learning algorithms again with smaller groups of features.
For each assertion coverage point that has 100%-accurate
rules, a signal group is created comprising all the features
in the corresponding decision tree. Then the rule learning
algorithm is applied with each signal group.
Fig. 7 shows the learning results on the assertion cov-

erage points that have no 100%-accurate rule at the pre-
vious stage. 38 out of 58 assertion coverage points have
hit rate improvement. In addition, 11 assertion coverage
points have 100%-accurate rules.

0

0.2

0.4

0.6

0.8

1
learning from groups
first learning
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t r

at
e

coverage

Fig. 7. Hit rate improvement after learning from signal groups.

Table II shows the hit rate improvement of selected as-
sertion coverage points with very low random hit rate.
It clearly demonstrates the overfitting phenomena: when
data is insufficient and the number of features is large, the
learning result cannot be generalized, thus we have rules
with 0 hit rate when learning with all the signals from
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documents. However, if we can exclude irrelevant fea-
tures, the learning works with the same amount of data.
This explains why we got hit rate improvement by learn-
ing from smaller groups.

TABLE II
Hit rate improvement between learning from all the

extracted signals and from signal groups

random all doc signals signal groups
Assertion 1 1/500 0% 25%
Assertion 2 1/500 0% 22%
Assertion 3 1/500 0% 17%
Assertion 4 2/500 0% 15%

Table III summarizes the overall results of our exper-
iments. With the signals extracted from documents, we
obtained 100%-accurate rules for more than 70% of the
assertion coverage.

TABLE III
The percentage of the assertion coverage having

100%-accurate rules

random all doc signals signal groups
0.0% 64.9% 71.4%

The result suggests that the set of signals extracted
from documents provides a good starting point for en-
gineers who do not have deep knowledge of the design
under verification. If the goal is to find accurate rules for
all the assertion coverage points, the proposed approach
ramps up from nothing to 70% without much effort. On
the other hand, rules not 100%-accurate also provide in-
formation for engineers to analyze designs and tests, and
assist in applications such as generating more tests and
debugging.

V. conclusion

This work proposed an approach to enable rule learn-
ing for improving assertion coverage by feature extraction
from design documents. Text mining methods are applied
to obtain words likely to be the names of design signals.
These words are then mapped to the real design signals
to create the feature set. The effectiveness of these fea-
tures is experimented by learning rules for improving as-
sertion coverage. The experimental result shows that for
more than 70% assertions, 100%-accurate rules can be ob-
tained. Moreover, it significantly boosts the hit rate for
those rarely-hit assertion coverage points.
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